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The new European
approach

October is CyberSecMonth!

Cyber Security Training for Employees

Creating a Culture of Cyber Security at Work
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Understanding Cloud Solutions for All

Digital Single Market for All

Cyber Security is a Shared Responsibility

238 Activities across 32 Countries
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Building together a joint EU advocacy campaign on Cyber Security topics!



Qutlines

Cyber Crime globalisation
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Main Challenges
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Trace Communication Route and Obtain

Related Data

Cross border evidences

Conclusion




What dowe havetoday? Converged ICT Communication
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The crime’ Is globalised

Borderlessinternet makescrime behavior fully globalized Through the Internet and
cloud computing, communication in swindler group can be enhancedand anonymous
Becauseof limitation of state authority and anonymity, it is really hard for state
prosecutorsand policeto take investigationon the entire crime activities.
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Cloud Computing = Network Computing

Through Internet, computers can cooperate with each
other, or services are available more far-reaching 5
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THEMAJOR PROBLEM ISAHOIS
THE fJHIEFO e

A bad guy from China with an English name is attacking

a French web shop selling Japanese products, their customers
are paying to the Russian web based paying system ,

led by a Latvian manager with

Swedish registration of

his domain but registered by Brazilian register, with

hosted Web page on some Thai server with a

web pointer pointing

to Iceland and using an Indonesian mail server

for mailing.
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Traditional Crime data are also on the
_utting Edge Technology 8 &

Emerging type
of Crime

Advanced
Technology

With mobile, Internet, IP phone, mobile Internet access or other value-
added telecom services, crime actors commit more crimes easily;
However, by whatever advanced technology and tool they use, the

nature of their crimes always stays all the same. Most of the data are in
ectronic form.




Challenges
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